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Thank you for purchasing GW212/GW215 Ethernet-Serial Server product. This document intends to
provide customers with brief descriptions about the product and to assist customers to get started. For
detail information and operations of the product, please refer to the product user’s manual in the product
CD or diskette.

FCC WARNING

Class A for Ethernet-Serial Server (Model GW212/GW215)

This equipment has been tested and found to comply with the limits for a Class A digital device
pursuant to Part 15 of the FCC rules. These limits are designed to provide reasonable protection
against harmful interference when the equipment is operated in a commercial environment. This
equipment generates, uses and radiates radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications.

Operation of this equipment in a residential area is likely to cause harmful interference in which
case the user will be required to correct the interference at his own expenses.

A shielded-type power cord is required in order to meet FCC emission limits and also to prevent
interference to the nearby radio and television reception. It is essential that only the supplied power
cord can be used.

Use only shielded cables to connect other devices to this equipment by RS-232 or RS-485/RS-422
ports.

Be cautioned that changes or modifications not expressly approved by the party responsible for
compliance could void your authority to operate the equipment.
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1. Introduction

The GW212/GW215 Ethernet-Serial Server is a gateway between Ethernet (TCP/IP) and RS-232 or
RS-485/RS-422 communications. The information transmitted by GW212/GW215 is transparent to both host
computers (Ethernet) and devices (RS-232 or RS-485/RS-422). Data coming from the Ethernet (TCP/IP) is
sent to the designated RS-232 or RS-485/RS-422 port and data being received from RS-232 or
RS-485/RS-422 port is sent to the Ethernet (TCP/IP) transparently.

In the computer integration manufacturing or industrial automation area, the GW212/GW215 Ethernet-Serial
Server is used for field devices to direct connect to Ethernet network. Terminal Server (main control program
run in GW212/GW215) transforms whatever data received from RS-232 or RS-485/RS-422 to TCP/UDP port
then connect devices to the Ethernet network via a single application program or multiple application
programs.

Many control devices provide the ability to communicate with hosts through RS-232 or RS-485/RS-422
however RS-232 or RS-485/RS-422 serial communication has its limitations. For one, it is hard to transfer
data through a long distance. With GW212/GW215, it is possible to communicate with a remote device in the
Intranet environment or even in the Internet and thus, increases the communication distance dramatically.

GW212/GW?215 offers one RS-232 or RS-485/RS-422 port, one RJ45 Ethernet and Watch-Dog
Timer etc.
1.1 Packaging
Please check your package contains the following items:
© GW212 or GW215 Serial Device Server
© Quick Install Guide
© For GW212 (RS232) Model Only: AC/DC Power Adapter
© Product CD
© Wall mounting screws
© Optional Items :
1. Model No: AC24VT (110V AC to 24V DC Power Adapter for use with Terminal Block)
2. Model No: Din-Rail-Kit (for use with GW212/GW215 DIN Rail Mounting)

1.2 Application Connectivity

TCP Server Mode : GW212/GW215 can be configured as a TCP server on TCP/IP Network to wait for

other applications (clients) in host computer to establish a connection with the
serial device. After the connection is established between serial device and host
computer, data can be transmitted in both directions.

TCP Server Mode

Computer

Serial Bus

PLC
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TCP Client Mode : GW212/GW215 can be configured as a TCP client on TCP/IP Network to actively

establish a connection with other applications (server) in host computer. After the
connection is established, data can be transmitted between serial device and
host computer in both directions.

TCP Client mode

Remote Control

GW21A2GW215

GWILAGW215

UDP Mode : UDP is a faster but non-guaranteed datagram delivery protocol. GW212/GW215 can be

configured as a UDP mode on TCP/IP Network to establish a connection using unicast or
broadcast data from the serial device to one or multiple host computers. Vice versa is

-
Lie

-
GW212/GW215 v :

also true.

UDP mode

Copyright © 2009 Neteon Technologies, Inc.
All rights reserved.

7
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Tunneling Mode : In the case of the serial connection is established with two or more GW212/GW215
to send data over TCP/IP Network .It can avoid RS-232 interface 15 meter
distance limitation imposed.

Tunneling mode

L
=
=~

'F'ch"_"_ l _-;1 Serial Bus

Touch Screen

\\m

2. Hardware Setup

NOTE:

1. GW212 (for RS-232), GW215 (for RS422/485). Panel layout in Appendix A.3.1

2. You can press the reset button of GW212/GW215 to reset the settings to the default value

Figure 2.1 shows the names of GW212/GW215 components. In the figure, the indicated switch settings
represent factory settings.

bDC Jack

VD C Reset Button

RJ45
10100 Mbps

DIN Rail Mounting DE3 for RS23Z2 4
Option=al DIM-Rail-Kit TE forRS4228485

Figure 2.1. GW212/GW215 DIN-Rail Mounting
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2.1 LED Indicators:

2.1.1 LANLED
Message Description
Oft Ethernet Disconnected
Blinking with Green Data is transmitting on Ethernet for 100Mbps
Blinking with Orange Data is transmitting on Ethernet for 10Mbps

Table 1. LAN LED Message

2.1.2 COM Port LED

Message Description
Off No data is transmitting on COM port
Blinking Data is transmitting on COM port

Table 2. COM Port LED Message

2.1.3 RUN LED
Message Description
On Jumper JP1 Pinl and Pin2 are shorted to disable
AP firmware running
Blinking (rate: 0.5 Sec) AP firmware is running normally

Table 3. RUN LED Message

2.2 Installation Procedures:

Step 1: Connect GW212/GW215 to power source using 5V DC Jack (DC Adapter included) or 24V DC
Terminal Block.
Note: GW212/GW215 provide two power inputs can be connected simultaneously to live
DC power sources. Anyone of the power inputs fails, the other live source acts as a
backup to support power needs automatically. The redundant dual DC power
inputs give you extra assurance of non-stop operation.
Step 2: Connect GW212/GW215 to your Ethernet network. Use a standard straight-through Ethernet
cable when you connect it to a hub/switch, or connect to PC's Ethernet port directly via a cross-over

Ethernet cable for easy set up. However, in this case you need to make sure your PC is in the same
network sub-net as GW212/GW215.

Step 3: Connect GW212/GW215's serial port to a serial device.

Step 4: Mounting options. GW212/GW215 can be mounted via wall/panel (Mounting screws included)
or Din-Rail rack (Require optional item model: Din-Rail-Kit).

3. Software Setup

GW212/GW215 Ethernet-Serial Server is shipped with default settings shown in the following table:

Property Default Value
IP Address 10.0.50.100
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Gateway 10.0.0.254
Subnet Mask 255.255.0.0
User Name admin
Password Null(leave it blank)
COM 1 9600,None, 8, 1, No flow control, buffer disabled, packet delimiter timer 2ms
Link 1 Type: TCP Server, Listen port 4660, Filter=0.0.0.0, Virtual COM disabled
SysName of SNMP name
SysLocation of SNMP location
SysContact of SNMP contact

3.1 Configuration by monitor.exe utility
3.1.1.Static IP

Use monitor.exe that comes with product CD to configure the network parameters of GW212/GW215.

Please click “Config” button(ref Figure 3.1) then give it a static IP information.(ref Figure 3.2)
]

I, manitor vei2 51

Broadcast IP

UEles |I] [" Locate

255.255.255.255 Rety [0 Invite | Reset || Config |~ Exit [
IP Address |MAC Address |Hust Name |Gateway |Suhnet Mask |Mude| |Kerne| |APversiun
wa 10, 0.50.100  00:60:E9:01:B2:43  name 10. 0. 0.254  256.255. 0. 0 GSES001-52 230  TerminalSrvverd13X c

Figure 3.1. Configure by monitor.exe utility

MAC addr. |I]I]:EI]:EH:I]I]:HB:42
IP address |[LAIRIRNILH [~ Auto IP

GateWay |[10.0.0.254

Mask |255.255.0.0 Config Now

User ID Iadmin

Cancel

Password I
Host Name [0060E9-009842

Figure 3.2 Static IP setup dialog window

3.1.2 Auto IP (Dynamic IP):

A DHCP server can automatically assign the IP address and network settings. GW212/GW?215
supports the DHCP function. By default, the DHCP function on GW212/GW?215 is disabled; you can
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use Monitor.exe software to search network information automatically by following steps :
->Execute Monitor.exe(ref Figure 3.1)

->Click on the IP address of GW212/GW215 in monitor

->Click “Config” button(It will pop-up Dialog Window)

->Check "Auto IP” (ref Figure 3.3)

->Click “ Config Now” button(The GW212/GW215 will restart and get IP from DHCP server
automatically)

Dialog EI

MAC addr. |I]I]:EI]:E!]:I]1:B:Z:43

IP address |1u.u.5|].1 00

GateWay |[10.0.0.254

Mask [255.255.0.0 Config Now
User ID Iadmin

Cancel
Password I

Host Name Inamt:

Figure 3.3. monitor.exe Auto IP Dialog Window

3.2 Configuration by Telnet utility:
GW212/GW?215 can be configured via Telnet utility by following steps :
3.2.1 Login to the system

->0pen Ms-DOS command prompt window
->Telnet to GW212/GW215 using command “Telnet IP_address”.( For example : Input Telnet 10.0.50.100 in
Ms-DOS command prompt window).After telnet to GW212/GW215, system prompts for a password, the
default password is left it blank. (ref Figure 3.4)

- Telnet - 10.0.50.100 ] %]

Connect  Edit Teminal Help

ABLELink Ethernet-Serial Server
User name:admin
Passuord:[]

Figure 3.4 Login to the system

Note: Password can be reset to default value by press the deafault button of GW212/GW?215.You can press
the default button of GW212/GW215 to reset the password to the default value.

1. After verifying the password, the following terminal screen appears. (ref Figure 3.5)
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- Telnet - 10.0.50.100 =101 x|

Comnect Edit  Tenminal Help

ABLELink Ethernet-Serial Server
User name:admin

Password:

Login ok

B.Exit 1.0verview 2_Hetworking 3.Security 4.Coml
Input choice and enter{8™4): 2

Hetworking:

Ip

8. DHCP (Disabled)

1. IFP Address (18.8.50.108)
2. Gateway (18.9.8_254)

3. Subnet HMask (255.255.8.8)

SHHP

4_ SHHP {(Enable)

5. SysHame ()

6. SysLocation {(locaiton})
¥#. SysContact {(contact)

Input choice and enter{8™7): I

Figure 3.5 Main menu
Notes:

1. If GW212/GW215 does not receive any command within 1 minute, Telnet will be terminated
automatically.

2. The changes of networking parameters will take effect only when you exit and restart GW212/GW215.
->Select “1” from “Input choice and enter (0~4):” to enter overview page as following: (ref Figure 3.6)

of Telnet- 10.0.50.100 =151 =]
Connect Edit Terminal Help

ABLELink Ethernet-Serial Server

User name:-admin

Password:

Login ok

B.Exit 1.0verview 2_Hetworking 3.Security 4_COM1
Input choice and enter{@™~4): 1

Overview:

Hodel Hame
IF Aaddress
MAC Address

Serial Server
18.8.58.1088
O0:60:E9:-81:B2:43

SysHame I name

SysLocation : location

SysContact : contact

Kernel Uersion: 2.38

AP Uersion : TerminalSrv werd . 13X
Link Status -

B.Exit 1.0verview 2 _Hetworking 2.Security 4_COM1

Input choice and enter{0~u): ]

Figure 3.6 Overview
This page gives you the general information of GW212/GW215 including IP and MAC address, SNMP
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information, kernel and AP version, and connection status of the device.

3.2.2 Networking

Select “2” from “Input choice and enter (0~4):” to enter Networking page as following: ( ref Figure 3.7)

=% Telnet - 10.0.50_100 o ] B |
Connect Edit Terminsl Help

ABLELink Ethernet-Serial Server

User name:-admin

Password:

Login ok

B.Exit 1.0verview 2Z.Hetworking 3.Security 4.Coml

Input choice and enter(@™~43): 2

Hetworking:

IP

8. DHCP (Disabled)

1. IPF Address (18.8.508.188)

2. Gateway (18.8.8_.254)
3. Subnet HMask (255_255_8._8)

SHHP

4_ SHHMP (Enable}

5. SysHame {(name)}

[ SyslLocation {(location)

F . SysContact (contact)

Input choice and enter{@7): |j

Figure 3.7 Network settings

This page allows you to change network settings of the device including IP address, subnet mask, gateway
IP address and SNMP information of GW212/GW215. Please notice that any setting change made on this
page won't take effect until you restart the device.

Notes: Press “ESC” key to return to the previous menu.

3.2.3 Change the password

1. Select “3” from “Input choice and enter (0~4):” the following screen appears. (ref Figure 3.8)

=& Telnet - 10.0.50.100 N ] B
Comnect Edit Termdnal Help

ABLELink Ethernet-Serial Server

User name:admin

Pascword:

Login ok

8.Exit 1.0verview 2_Hetworking 3.S5ecurity &.Coml
Input choice and enter{®~4): 3

Do you want to change the password?y/nty

Please input old password:

Flease input new password:xxxex

Flease wverify new password:xxexsx

Fassword changed?! Press enter to continue

B.Exit 1.0verview 2.Hetworking 3.Security 4.Coml

Input choice and enter{B@™4): I

Figure 3.8 change the password
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2. If you want to change the password, please type the old password in the “Please input old password”
field, type the new password in the “Please input new password” and the “Please verify new
password” fields.

Note: Password can be reset to default value by press default key.
3.2.4 COM1 Setup
Select “4” from “Input choice and enter (0~4):” the following screen appears: (ref Figure 3.9)

o Telnet - 10.0.50.100 o =] S
Connect Edit Terminal Help
Input cheoice and enter{8™~4): &4

coMa:

1. Link Hode {(TCP ServersUirtual COHM DisabledsPair Connection Disabled/Filter d
isabhled/4668 fAlive=0*18 sec)

2. COM Port (FR5%-232/96800,Hone . 8.1/Hone)

3. Empty Serial Buffer When TCP connection is established{ Disabled}

4. Packet Delimiter (2 ms)

5. ficcept Control Command from COM port (Disabled}

Input choice and enter{1™5):
B.Exit 1 .0verview 2_Hetworking 3.Security &4.COM1
Input cheoice and enter{8™~4): &4

coMa:

1. Link Hode {(TCP ServersUirtual COHM DisabledsPair Connection Disabled/Filter d
isabhled/4668 fAlive=0*18 sec)

2. COM Port (FR5%-232/96800,Hone . 8.1/Hone)

3. Empty Serial Buffer When TCP connection is established{ Disabled}

4. Packet Delimiter (2 ms)

5. ficcept Control Command from COM port (Disabled}

Input choice and enter{1™5): l

Figure 3.9 Com1 setup

The page gives you the opportunity to configure parameters of COM1 setting which include COM1 working
mode, port parameters, enabling or disabling serial buffer’s data and setting packet delimiter.

LINK Mode Setup Configure GW212/GW215 as TCP server: (ref Figure 3.10)
->Type 1 from “Input choice and enter (1~4):” of COM1
= Type 1linthe “Input choice(1~5) and enter "
= Input local port in the “Please input local port "

1. If you want to enable IP filter :

= Inputy in the “Do you want to enable IP filter(y/n)?”
=>» Input source IP in the “Please input Filter_IP -~

= Double click “Enter” key

2. If you don’t want to enable IP filter :

= Input n in the “Do you want to enable IP filter(y/n)?”
= Double click “Enter” key

= Inputidle time in “Please input idle time to send TCP alive packet(4*10sec) - "(If you input 2->the
sending TCP keep alive packet period will be change to 2*10 sec)

Notes:
1. IP filtering function is disabled if setting FILTER_IP to “0.0.0.0".
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2. |P filter is disabled by default
3. If IP filter is enabled, only source IP assigned can connect to GW212/GW215.

8 Telnet - 10.0.50.100 =10] %]
Connect  Edit Terminal Help
COMa:

1. Link Hode (TCP Server/fUirtual COH Disabled/Pair Connection Disabled/Filter d
isabled/4668 /Alive=0=18 sec)

2. COH Port (/RS5-232/79680,Hone,8,1/Hone)

3. Empty Serial Buffer Yhen TCP connection is established{ Disabled)

4. Packet Delimiter {2 ms)

5. Accept Control Command from COH port (Disabled)

Input choice and enter{1™%): 1
Link mode

1.TCP server

2.TCP client

3.UDP

4.Uirtual COM{Disabled)}

L .Pair Connection{Disabled)

Input choice {1 ™~ %) and enter: 1

TCP server

Please input local port:4668

Do you want to enable IP filter (y/n)?y
Please input FILTER_IP:108.8.8.154

Please input idle time to send TCP alive packet (8=18 sec):
2
mode changed?! Press enter to cuntinuel

Figure 3.10 Link Mode-TCP server setup
3.2.5 Configure GW212/GW215 as TCP client :
= Type 2 in the “Input choice(1~5) and enter - "(ref Figure 3.11)
= Input destination IP in the “Please input Destination IP ="
= Input destination port in the “Please input Destination port ="
1. Type 1 for Connected always :

= Double click “Enter” key

= Inputidle time in “Please input idle time to send TCP alive packet(4*10sec) - "(If you input 2->the
sending TCP keep alive packet period will be change to 2*10 sec)

2. Type 2 for Trigger by receiving COM port data :

= Input idle time to disconnect in the “Please input idle time to disconnect(0Osec , 1~255) - (If you
input O->disable the function; if you input 2 ->the serial Inactivity beyond 2 sec will cause disconnect)

= Input error retrying time in “Please input waiting time for error retrying(0 minute,1~255) - ” (If you
input 0->disable the function; if you input 2 ->It will retry to establish the connection per 2 minutes)

7

Double click “Enter” key

=>» Input idle time in “Please input idle time to send TCP alive packet(4*10sec) - "(If you input 2->the
sending TCP keep alive packet period will be change to 2*10 sec)
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o Telnet - 10 = 0] =]
Connect Edit Terminal Help
Login ok

B.Exit 1.0verview 2._Hetworking 3.Security 4_COMA1
Input choice and enter{@™h): L

COMB:

1. Link Hode (TGP Server/Uirtual COH Disabled/Pair Connection Disabled/Filter d
isabled/ 36608 sAlive=4=10 sec)

2. COM Port (FR3-232/79688,Hone,.8.1/Hone)

3. Empty Serial Buffer When TCP connection is established{ Disabled}

I Packet Delimiter (2 ms)

L Accept Control Command from COM port {Disabled)

Input choice and enter{1™5): 1
Link mode

1.TCP seruver

2_TCP client

3.UDP

L _Uirtual COM{Disabled)}

S _Pair Connection{Disabled)}

Input choice {1 ™~ %) and enter: 2

TCP client

Please input destination IP:18.8.29_123
Please input destination port: 666

Please select connected type (1)
{(1)Connected always

(2)Trigger by receiving COH port data
1

Please input idle time to send TGP alive packet (418 sec):
2
mode changed?! FPress enter to cuntinue.

Figure 3.11 Link Mode-TCP client setup
3.2.6 Configure GW212/GW215 as UDP client :

For example the local port is 4660, the destination IP is 10.0.29.254, destination port is 666.(ref Figure 3.12)

o Telnet- 10.0.50.100 ===l
Connect Edit Teonmansl Help

ABLELink Ethernet-Serial Server

User name-admin

Password:

Login ok

B_Exit 1.0verview 2_Hetworking 3_Security 4_COM1
Input choice and enter{8™~4): &4

COHMA:

1. Link HMode {(UDP Destination/4668/Remote IP=108_.08_.29 _254;/666)

2. COM Port (/ARE-232/79688,Hone 8,1 /Hone)

3. Empty Serial Buffer When TCP connection is established({ Disabled)
. Packet Delimiter (2 ms)

5. Accept Control Command from COM port (Disabled)

Input choice and enter{1™~5): 1
Link mode

1.TCP server

2_TCP client

3.UpP

L _Uirtual COM{Disabled)}

S.Pair Connection{Disabled)

Input choice (1 ™ 5) and enter: 3

uDpP

Please input local port:-4668

Please input destination IP:-18.8.29_254
Please input destination port:666

mode changed? Press enter to continuel

Figure 3.12 Link Mode-UDP client setup
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3.2.7 COM port setting

Type 2 from “Input choice and enter (1~4):” of COM1, the following screen appears, you can then give the
COM port alias name, set the baud rate and parity, determine number of data bit and stop bit, and decide if
you want to use flow control and the type of flow control you want to use.(ref Figure 3.13)

W Telnet - 10.,0.50.100
Connect Edit Terminal Help

B.Exit 1.0verview 2_Hetworking 3.3ecurity 4.COM1
Input choice and enter{8™~4): 4

ICOHMB:

1. Link HMode {(TCP Server/Uirtual COM Disabled/sPair Connection Disabled/Filter d
isabled/46608 JSAlive=1=108 sec)

2. COH Port {/RS-L8S5/96008,Hone,8,1/Hone)

2. Enmpty Serial Buffer WYhen TCP connection is established{ Enabled}

I Packet Delimiter (2 ms)

5. Accept Control Command from COM port (Disabled)

Input choice and enter{1™~5): 2

ICOM Port: R3—485%

1. Alias name() :

2. Baud rate{?24608):

3. Parity{Hone):

L. Data bit{8):

5. Stop bit{1):

6. Flow control {Hone} =

Figure 3.13 Com port setting

3.2.8 Enabling serial data buffer

Type 3 from “Input choice and enter (1~4):” of COM1, by default COM port serial data buffer is enabled
meaning that when TCP/IP Ethernet connection is broken, serial data collected from serial device will be
empty in GW212/GW215 once TCP/IP connection is resumed, the serial data will be sent through Ethernet
connection, you can disable it if you wish.(ref Figure 3.14)

LB Telnet - 10,0 50100

Comnnect Edit Teominal Help
ABLELink Ethernet-Serial Server
User name:admin

B.Exit 1.0verview 2_Hetworking 2.3ecurity &%.COM1
Input choice and enter{@4): &4

COM@a:

1. Link HMode {(TCP Server/Uirtual COHM Disabled/Pair Connection Disabled/Filter d
izabled/ 4660 fsAlive=1=108 sec)

2. COH Port {(/RE-ALBL/2680,Hone 8,1/ /Hone)

2. Empty Serial Buffer When TCP connection is established{ Enabled)

. Packet Delimiter (2 ms)

L nccept Control Command Ffrom COM PEH"[ {(Disabled)

Input choice and enter(1™%): 3

Empty Zerial Buffer when TGP connection is established
(1)Enable (2)Disable

Flease select the optiom:z1

Option is changed? Press enter to continueX=

Figure 3.14 Com port-Enabling serial data buffer

3.2.9 Setting packet delimiter

Packet delimiter is a way of controlling packets within serial communication. It can prevent packets from
being cut thus keep the packets complete. GW212/GW215 provides two ways of parameter setting as inter
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character timer and terminator. By default packet delimiter timer is 1 ms, you can change timer shown in the
following figure: (ref Figure 3.15)

LB Telnet - 10.0.50.100

Connect Edit Terminal Help

ABLELink Ethernet—-%erial Zeruver
User name:admin

Password :

Login ok

A.Exit 1.0wverview 2 _Hetworking 3.Security H&.COMI

Input choice and enter{@=h): &

coOMB:

1. Link HMode (TCP Serwver/Uirtual COHM Disabled/Pair Connection Disabled/Filter d
isabled/ 4668 SALlive=1=10 sec)

2. CoOM Port (/RS—4B5/92600,Hone B . 1/ Hone )

3. Empty Serial Buffer When TCP connection is established({ Enabled}

L Packet Delimiter (2 ms)

L. Accept Control Command From COM port {(Disabled)

Input choice and enter{17%): L

Packet delimiter

(1)Timer (2)Characters

FPlease select delimiter type:1

Please input timer(8 ™~ 309008 ms):2
pelimiter changed? Press enter to continuell

Figure 3.15 Setting packet delimiter timer

You can also choose character pattern as the packet delimiter indicated in the following figure: (ref Figure
3.16)

.§ Telnet- 10.0.50.100

Connect Edit Terminal Help

ABLELink Ethernet-Serial Server
User name:admin

Password:

Login ok

B.Exit 1.0verwview 2.Metworking 3.Security 4.COMH1
Input choice and enter{@™~4): 4

|COMB:

1. Link Hode (TCP Server/Uirtual COM Disabled/Pair Connection Disabled/Filter d
isabled/4668 /Alive=1%18 sec)

2. COM Port (/RS-485/9600,None,8,1/Hone)

3. Empty Serial Buffer When TCP connection is established{ Enabled)

4. Packet Delimiter {2 ms)

|- Accept Control Command from COH port iDisabled)

Input choice and enter{1™5): 4

Packet delimiter

{(1)Timer (2)Characters

Please select delimiter type:2

Please input pattern{max 2 bytes, ex:0x8dea):[]

Figure 3.16 Setting packet delimiter-character pattern

Copyright © 2009 Neteon Technologies, Inc.
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3.2.10 Accept Control Command from COM port :

GW212/GW215 can also accept serial control commands directly over the network following RFC2217
format. For more detail about this function, please contact Technical Support for more information.

3.3 Configuration Using Web Browser
1. Make sure your PC is located on the same network sub-net as GW212/GW215

2. Open a web browser, then type in the IP address of GW212/GW215 to be configured. Default user
name is admin and default password is null (leave it blank).

3. GW212/GW215’'s network, link mode and COM ports settings can be configured in different web
pages.

4. Click “Save Configuration” to save settings.
5. Click "Restart” button to make the change effective if necessary.

It is also possible to modify various settings through the web server interface. To do so, please follow the
steps below.

3.3.1Log in to the system
1. From web browser, type in the IP address of GW212/GW215 in the URL.
Example: http://10.0.50.100

2. The following authentication screen appears. (ref Figure 3.17) Please type in user name and password
then click on OK. The user name is admin and password is left it blank by default.

Enter Hetwork Password EE

'?> Please type pour user name and password,
Site: 10,050,100

Realm NeedPassword

User Hame |admin

Password |

[T Save this password in your password fist

ok | Cancel |

Figure 3.17 login the system via Web

3. The following overview page appears.(ref Figure 3.18)
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Figure 3.18 Overview
3.3.2 Change the password

1. Click on the “Security” link and the following screen appears.(ref Figure 3.19)

Save Configuration

Figure 3.19 Change the password

2. Please input the old password in the “Old Password” field, input the new password in the “New
Password” and the “Verified Password” fields, and then click on “Save Configuration” to update the
password.

Note: You can press the default key of product to reset password to the default value.

3.3.3 Network setup

Click on the “Networking” link and the following screen appears. Fill in IP information under TCP/IP field.
Alternatively, you can do the configuration by clicking on DHCP to obtain auto IP address, gateway and
subnet mask information.

Enable SNMP by checking “Enable”, fill in network identification information under SNMP field and click on
the “Save Configuration” button to save the changes, please notice that the setting will not become effective
until you restart GW212/GW215.(ref Figure 3.20)

Copyright © 2009 Neteon Technologies, Inc.
All rights reserved.
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Save Configuration
Figure 3.20 Network setup

3.3.4 Configure GW212/GW215 as TCP server :
you can configure GW212/GW215 as transparent mode by default (ref Figure 3.21)

-> Click on the “COM1" link and the following screen appears.
= Configure GW212/GW215 as TCP server

= Input local listening port “4660”

1.If you want to enable IP filter :

= Check “IP filter”

= Input source IP in the “Source IP”

2.If you don’t want to enable IP filter :

= Don't check “IP filter”

= Inputidle time in “Please input idle time to send TCP alive packet(sec) - "(If you input 2->the
sending TCP keep alive packet period will be change to 2*10 sec)

= Input TCP Inactivity time in “TCP Inactivity Time Before Disconnect( sec) - "(If you input 2->TCP
Inactivity beyond 2 sec will cause disconnect )

= Click on “Save Configuration” button to save the changes
Notes:
1.1P filtering function is disabled if setting FILTER_IP to “0.0.0.0".
2.1P filter is disabled by default

3.If IP filter is enabled, only source IP assigned can connect to GW212/GW215.

Copyright © 2009 Neteon Technologies, Inc.
All rights reserved.
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Figure 3.21 Com1 setup-TCP server

Copyright © 2009 Neteon Technologies, Inc.
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Note:

1. Default Port number of GW212/GW215 is 4660 and it is associated with serial port COM1
respectively. After your application program connects to the TCP port 4660 of GW212/GW215, data
being sent to this TCP connection from your application program are transparent to the COM1 of
GW212/GW?215. Vice versa is also true.

2. The serial interface will show different port interface according to the model of the serial server.
3.3.5 Configure GW212/GW215 as TCP client :

= Configure GW212/GW215 as TCP client, for example the destination IP is 10.0.29.11, destination port
is 4660 .(ref Figure 3.22)

= Input destination IP “10.0.29.11"
=> Input destination port “4660”

= Inputidle time in “Please input idle time to send TCP alive packet ( sec) - "(If you input 4->the
sending TCP keep alive packet period will be change to 4*10 sec)

1.Select “TCP Connect On Power-on” : to keep trying to establish TCP connection after Power on

2.Select “TCP Connect On Any Serial Character” : Any serial character will trigger to establish the TCP
connection

= Input idle time to disconnect in the “Serial Inactivity Time before disconnect(0sec , 1~255) - ” (If you
input O->disable the function; if you input 2 ->the serial Inactivity beyond 2 sec will cause disconnect)

= Input error retrying time in “Waiting Time Between Re-connect Attempts(0 minute,1~255) " (If you
input 0->disable the function; if you input 2 -> It will retry to establish the connection per 2 minutes)

= Click on “Save Configuration” button to save the changes

To choose specific working made for COM port.

T T TCP Server « TCP Client — UDP
- \Enable VirtualCOM for SerialllP \ I~ Enable
Networking ‘Pair Connection ‘ I Enable
Security Destination IP 10.0.29.11

COMA1 Destination Port [se0

Idle Time Before Sending TCP |4 0 sec
Alive Packet (0~255, 0Disable)
TCP Inactivity Time Before |D Sec
Disconnect (0~255, 0:Disable)

TCP Connect On Power-on
 TCP Connect On Any Serial Character

Figure 3.22 Com1 setup-TCP client

Copyright © 2009 Neteon Technologies, Inc.
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3.3.6 Pair Connection

In the case of the serial connection is established with two or more GW212/GW215 to send data over
Ethernet network, i.e. pair connection mode, you can choose “pair connection” which is indicated in the
following figure to cope with any type of serial device. (ref Figure 3.23)

= Configure GW212/GW215 as TCP server, for example the destination IP is 10.0.29.11, destination port
is 4660 .(ref Figure 3.22)

= Input destination IP “10.0.29.254"
Input destination port in the Local Listening Port “4660”

7

= Click on “Save Configuration” to save the changes.

Ethernet-Serial Server

Ovenrnview

LINKA1
MNetworking To choose specific working mode for SO port.
Security ~ TCP Server " TCP Client — UDP
Enable WirtualC oM for SerialfllP — Enable
COoOn | |
|Pair Connection | I~ Enable
|Loca| Listening Port ||4550
[1P Filter | = Enable
|Source P ||1D,D 29 254
Idle Time Before Sending TCP |2 10 sec
Alive Packet (0~255, 0:Disable)
TCP Inactivity Time Before IEI Sec
Disconnect (0—-255, O:Disable)

Figure 3.23 Com1 setup —pair connection

3.3.7 GW212/GW215 as UDP mode :
GW212/GW?215 can be configured as a UDP mode on TCP/IP Network to establish a connection using uni-
cast or broadcast data from the serial device to one or multiple host computers. Vice versa is also true.
There are 2 types of UDP communication Mode :
1. Master(Client) Mode : To establish a connection using unicast or broadcast data from serial device
to one or multiple host computer.
Note : The configuration is up to the Destination IP and Destination Port
Using broadcast data from serial device to multiple host computer : For example, you can
configure the destination IP is “10.255.255.255 “and destination port is “4660”. Anyone host
computer’s IP address within the range from 10.0.0.1~10.255.255.254 and listening Port is 666 would
receive the data sending from serial device. (ref Figure 3.24)
Note : The broadcast IP address is up to the Class of IP address and subnet mask. For example if
your network is Class C subnet 192.168.1.X and the subnet mask is 255.255.255.0
->then you can configure the broadcast IP address is 192.168.1.255. (ref Figure 3.26)

ABLELiIink Ethernet-Serial Server

Ol enas Link1
Ta choose spacific working mode far SO por,
MNetworking
~ TCP Server ~ TCP Client = UDF

Sacurity |Wirtual Com |~ Enable
oMl ‘Dastination IP 110.255.255.255

'Destination Port | [5ee

le:al Fort |FEEIJ

Figure 3.24 Com 1 setup —UDP mode
=> Input destination IP” 10.0.255.255 “

Copyright © 2009 Neteon Technologies, Inc.
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=>» Input destination port “ 666”.

= Input Local port “ 4660".

=>» Click on “Save Configuration” to save the changes.

Note : If the update is successful, the following screen appears.(ref Figure 3.25)

Successful
Configure Successed

Ba_ckl

Figure 3.25 Configure successed

GW212/215
IP 192.168.1.1 TCP/IP Network
Destination IP 192.168.1.255 Host Computer #1
IP: 192.168.1.3
Listening Port 666

Destination Port 666

Serial Line
5000 N
Serial Device 1 > Q0000
\HQE Host Computer#2
™ IP: 192.168.1.100

Listening Port 666
Host Computer #3
IP: 192.168.1.200
Listening Port 666

Host Computer #4
IP: 192.168.1.254
Listening Port 666

Figure 3.26 Example for UDP Master(Client) Mode

UDP datagram TN
N

2. Slave(Server) Mode : To establish a connection using unicast or broadcast data from one or multiple

host computer to serial device.(Figure 3.27)
Note : The configuration is up to the Local Listening Port (For example, the GW212/GW215 is

listening the port 4660.It would receive the data sending from Host Computer)
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GW212/215 Host Computer #1
IP 192.168.1.1 1P: 192.168.1.3
i i Destination IP 192.168.1.1
Listening port 4660 TCP/IP Network Destination Port 4660
N N
) o] [0] | s commue
\UB N IP: 192.168.1.100
~ —i Destination IP 192.168.1.1
™~ Destination Port 4660
\\
UDP datagram |:|
Zj
Host Computer #3
IP: 192.168.1.200
Destination IP 192.168.1.1
Destination Port 4660
\ |

Host Computer #4
IP: 192.168.1.254
Destination IP 192.168.1.1
Z_j Destination Port 4660

Figure 3.27 Example for UDP Slave(server) Mode

3.4 Assign a new IP Address by ARP command

Use ARP command to assign a static IP address of GW212/GW215 using its hardware MAC address.
The MAC address is printed on the rear side of device in the format of "0060E9-xxxxxx". The following
example shows how it works within MS-DOS command prompt window.

(For example change IP from 10.0.50.100 to 10.0.50.101,and the MAC address of GW212/GW215 is
00-60-e9-11-11-01)
Stepl: Add the new host IP to ARP table
->0pen Ms-DOS command prompt window
->Input arp -s 10.0.50.101 00-60-E9-11-11-01 (ref Figure 3.28)

C:»Documents and SettingssAdministratorrarp —=s 10.0.58.1801 A8-68—e?-11-11-81

C:Documents and Settings“Administratori
Figure 3.28. Ms-DOS command prompt window

Step2: Change to new IP via telnet port 1 (ref Figure 3.29)
->Input telnet 10.0.50.101 1

Note : The telnet will be fail and GW212/GW215 will be restarted automatically, after restart the
IP address should be change to 10.0.50.101

Step3: Using new IP to configure GW212/GW215 via telnet

->Input telnet 10.0.50.101
Note:1. When using this method to change IP address, PC's IP address and GW212/GW215's IP
address must belong to the same subnet.
2. The changed IP address must be legal, otherwise it will be changed back to the default value
(10.0.50.100) after restart.
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ommand Prompt - telnet 10.0.50.101 1

Microsoft Windows 2800 [Uersion 5.8B0.21951
(C» Copyright 1785-199? Microzsoft Corp.

C:srarp —s 18.8.58.181 86-68-e7-80-77-f8

Cisrarp —a

Interface: 18.8.154.223 on Interface Bx1080AH3
Internet Address Physical Address Type
18.8.568.1681 B0—-6@—e?-BE-79-f8 static

C:s>telnet 18.8.568.181 1
Connecting To 18.8.58.181. ..

Figure 3.29. Assigning a new IP address by ARP command

4. Using Virtual COM

Virtual COM driver mode for windows converts COM data to LAN data to control the COM port on a
GW212/GW?215 via the LAN. By creating virtual COM ports on the PC, the Virtual COM driver redirects the
communications from the virtual COM ports to an IP address and port number on a GW212/GW215 that
connects the serial line device to the network. The following figure is Virtual COM connection diagram. (ref
Figure 4.1)

|
PC E 000000 ’Q—o‘

HUB ‘ serial Line —
‘ - Serial Device 1
— I I ==
—tF
zrial Line 5555
Physical COM1 Serial Device 2
Physical COM2
COM3 Serial Line
(Virtual COM Port) Serial Device 3
COM4
(Virtual COM Port)
COM5
(Virtua(lzgﬁ)/llg/l Port) Serial Line  ———
(Virtual COM Port) TCP/IP Network Serial Device 4
OS Driver Level :
COM256 GW212/GW215
(Virtual COM Port)

Figure 4.1 Virtual Com connection diagram
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4.1 Setup of a virtual COM driver
4.1.1 Pre-installation requirements

Please check the operation system on your PC complied with the following requirements:
e Processor: Intel-compatible, Pentium class

e Operation system: Windows Server 2003, Windows XP, Windows 2000, Windows NT 4.0 SP5
or later, Windows Me, Windows 98, Windows 95, Microsoft NT/2000 Terminal Server, Citrix
MetaFrame

4.1.2 Cautions on Use
The Virtual COM driver supports firmware AP v3.0 and later of GW212/GW215 Serial-Ethernet Servers.
4.1.3 Limitation

The Virtual COM driver provides user to select up to 256 COM ports as Virtual COM ports in a
monitoring PC. User can select them from a list of COM ports, which is from COM1 up to COM256.

4.1.4 Installation

Make sure you have turned off all anti-virus software before beginning the installation. Run the Virtual
COM setup file included in the CD to install Virtual COM driver for your operating system.

In the end of the installation, please select one or two COM ports to become the Virtual COM ports.
4.1.5 Uninstalling

1. From Windows Start menu select Setting, Control Panel, Add/Remove Programs.
2. Select Serial IP for ATOP in the list of installed software.

3. Click the Add/Remove button to remove the program, or From Windows Start menu select
Programs, Serial IP for ATOP, Uninstall Serial IP for ATOP to remove the program.

4.2 Virtual COM communication
4.2.1 Enable Virtual COM on GW212/GW215

From web browser access to GW212/GW215 by typing its IP address, click on COM1 link to access
COML1 page, on the top half of the page click on “TCP Server” and enable Virtual COM by putting a
check in front of the “Enable” button, then type in the local port number in the “Local Port” field as
indicated in the following figure: (ref Figure 4.2)
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Figure 4.2 Enable Virtual Com

Or you can enable Virtual COM through telnet configuration by setting COM1 as TCP server, and type in
the local port number for COML1, then enable virtual COM as shown in the following figure: (ref Figure
4.3)
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B Telnet- 10,050,100

Connect Edit  Terminal Help
B8.Exit 1.0verview 2_Hetworking 2.Security &.COHA

Input choice and enter({@8™4): &4

|CoHa:

1. Link Mode (TCP Seruver/U0irtual COM Disabled/Pair Connection Disabled/Filter d
isabled/ 46680 JAlive=1*18 sec)

2. COM Port (/RS-4B5/9600.Mone.&,1/Hone)

3. Empty Serial Buffer When TCP connection is established{ Enabled)

L. Packet Delimiter (2 ms)

|- nAccept Control Command from COM port {(Disabled)

Inmput choice and enter{1™~%): 1
ILink mode

1.TCP server

2.TCP client

3.UDP

4 _Pirtual COM(Disabled)

5.Pair Connection{Disabled)

Imput choice {1 ™ 5% and enter: &4

|Uirtual COH

{(1)Enable

{(2)Disable

IPlease select one item:[l

Figure 4.3 Enable Virtual Com via telnet

4.2.2 Run Serial/IP on monitoring PC

In the Window Start Menu, go to “Programs”, select “Serial/IP for ATOP” and select “Control Panel”. When
“Select Port” windows pop-up, please select the serial port you want to configure. Then the configuration
window will appear. (ref Figure 4.4)

Zerial/IF for & TOP Control Panel 4.2 =

FAacicis,, . I
— mettings for CORA
COMS IP Addressz of Server: Port Mumbex:
[10.0.50.100 {4860

Configuration Wizerd |

— Credentials
* Nao Login Feguired
= e Windows Credentials
= Prompt on COM Port Open

" Prompt at Login

Promnpt Mo I
£ Tse Credentials Below:

Tl rnarme: |

Fazeyownd |

—IZ0k Port Ophions

. — I v Restore Failed Connections
Port Mondtor.... I

Licensing. .. I

Advanced. .. I

T GE Help.. | About.. |

Figure 4.4 Serial/IP configuration
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At the right side of Figure 4.4 is a sample Virtual COM Control Panel window. At the left side is the list of the
COM ports that you have selected (in the Select Ports window) for use by the Virtual COM Redirector. If you
wish to change which ports appear in this list, use the Select Ports button.

Each COM port has its own settings. When you click on a COM port, the Control Panel display changes to
reflect the settings for that COM port.

Note: When you change settings for a COM port, the changes are effective immediately. There is no
separate confirmation dialog to confirm or cancel your changes.

4.3 Configuring Virtual COM Ports

You configure each Serial/lP COM port as follows: (ref Figure 30)
Select a COM port in the list.
For IP Address of Server, enter a numeric IP address for the serial server.

For Port Number, enter the TCP port number that the serial server uses to provide its serial ports
to the network.

4.  For Server Credentials, the default is No Login Required. If your serial server does require a
login by the Virtual COM Redirector, the Virtual COM Redirector needs to provide a username
and/or password every time an application tries to use the serial server.

5. Click the Configuration Wizard button and then click the Start button that appears in the wizard
window. This important step verifies that the Virtual COM Redirector can communicate with the
serial server using the settings you have provided. If the Log display does not show errors, click
the Use Settings button in the wizard, which makes the recommended settings effective and
returns you to the Control Panel to continue with the following steps.(ref Figure 4.5)

= Confignration Wizard - COM4
IF &ddres of Server: Port Number:
|10.EI.SD.1 |466EI
IEetnaime: Hazeno s

[~ Test for presence of & modem connected 1o the srver

Batos:

o Connected to Server

o COM Port Control Support Detected
" Telnet Protocol Detected

" Sesion Completed

Log:

Kecommendalons:

Aroiprnd Talnet

O Fort Cplion: DTR dreabled
O Fort Cplion: PSR disabled
OO Fort Cplion: JCE oives bled

i Start I @Stgp | Use Settingsl any | Cancel |

&

Figure 4.5 Configuration Wizard

6. For Connection Protocol, the setting must match the TCP/IP protocol that the serial server
supports. The Configuration Wizard is usually able to determine the correct setting.

7. For COM Port Options, the settings must match the COM port behavior expected by the PC
application that will use this COM port. The Configuration Wizard will recommend a
combination of settings.
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5. SNMP Setup

5.1 SNMP Network Management Platform

GW212/GW215 is an SNMP device that allows many popular SNMP Network management platforms such
as HP OpenView and SunNet Manager to conduct monitoring on the device.

Depending on the network management tools you are using, device (GW212/GW215) information can be
collected from running the management tools including IP address, DNS name, system descriptions and NIC
information etc.

5.2 Using NetworkView As An Example

The NetworkView is a compact network management tool from NetworkView Software, Inc.
(www.networkview.com). It discovers all TCP/IP nodes in a network using DNS, SNMP and ports information
and documents with printed maps and reports for future use. You may visit their web sites and get a free
download.

To use NetworkView, you will need to download and install the tool on your PC (Windows NT and Windows
9x only). Please refer to the installation instructions that come with the tool.

1. After you have done the NetworkView installation, start NetworkView.

2. Click on the button to open a new file. The following screen appears, in the Addresses field, type
in the IP address range to search.

Metwork discovery parameters

Addrezzes I.t'-‘l.dvancedl Ports I

— Dizcoveny lpe Addreszez
" Single address
& Start IW ID_ Iﬁ I‘l_ j
+ Hange
ced [io [0 Fo ol 3
" Subnet
— Prinbout info
Title |
Dezcription I
Author |

0k I Cancel Help
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Click on “OK” and the following dialog box appears. It displays the searching progress.

Discovermg network

10.0.50 86 : pinging addiess (1)
244

4. When the search is completed, NetworkView will display the devices found in the main window, as
shown in the following diagram.

M MetworkView - [NetworkView3]
1 Fle EdE Yiew Window Hep

DEH @& {|f | BA+-0 w150

[ i i
1005071 10.0.50.9

| ATOP Technologies, Inc

5. Double-click on the device icon to display information about the device, including IP Address, Company,

SysLocation (Max 15 characters), SysName (Max 9 characters) and types etc.
Node details :

Dieseription | el %
1P Address 10.0.509

MAC Addres 00-50-B3-6F-AA-D5

NIC Manufscturer | Z-Com

SysUpTime

SysObjectlD

Sysllame "
Type Berver
Note

Active TCP ports | 23,80

Fip

Telnat Ok
Smtp

Hitp | oo
Pop3

Imapd (143) -
| | . w.ﬁJ—‘

Addreses and Routes [ Export H Clage |

Note:
1. The NetworkView tool is limited to information extracting and viewing only.
2. To modify the configurations please use the web server, Telnet or monitor.exe configuration utilities.
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6. Start Writing Your Own Applications

Before you start writing your host applications or programs to interact with GW212/GW215, please make
sure you have done the following.

6.1 Preparing The System
1. Properly connect GW212/GW215 hardware including power, Ethernet and serial cable

2. Properly configure the parameters of GW212/GW215 including connection type, IP address, gateway IP
address, and network mask accordingly (see chapter 3 Hardware Installation section).

Configure GW212/GW215 as TCP Server using default TCP port number 4660.

The host (PC) application program must be configured as a TCP client and connects to GW212/GW?215
with designated TCP port number 4660 for COM1.

5. Make sure GW212/GW?215 is running by checking the running status through monitor.exe configuration
utility.
6.2 Running The Sample Program

Sample programs written in VB and VC++ included in package are provided for your reference, source codes
are also included. Test program can be found in the product CD or diskette under the directory of
\sample\vb_ap\ and \sample\vc_ap respectively.

There are two test programs, TCPTEST written in Visual Basic and TCPTEST2 written in Visual C++.
6.2.1 TCPTEST in Visual Basic

This sample program is written in Visual Basic 5.0 with Winsock Controls. It shows you how to send and
receive data between host (PC) and GW212/GW215 via Ethernet in two socket ports.

Run Visual Basic and open sample program tcptest.vbp, after the program is started successfully, you can
start testing functions. For more information, please press Help in the program to get detail explanation.

Note: Please be sure the Microsoft visual studio family software is installed on the computer. Otherwise the
sample program will not run.

i, TCP/AF Convertor Sample Progranm

Channel 1 T Channel 2 ]

Fim.u.m.ma > [age1 e — | ) Close |

';S%m ~—_

22 TP conne
:34 TCP Bendi
P

ctok

Statu

Ccomemset 1,

6.2.2 TCPTEST2 in Visual C
To start the program, please type in the following command in the command line prompt:




NETEON.NET

TCPTEST2 IP_Address Port_ Number

Gis>teptest?2 10.A.50.100 4660
TCP Test Progwram 2

Connecting to 18.8.58.188, FPort=466H
64320B0a>

The command tcptest2 10.0.50.100 4660 brings you to connect to a TCP server of IP address 10.0.50.100

and port number 4660, the received data is displayed on the screen and the data typed in is sent to the TCP
server of the designated port number. You can also send binary data in hex format with a leading character

“\". For example, “\00” and “\FF” represent ASCII code 0 and 255 respectively.

You can also use modem to connect to the serial server. Command "AT\Od" sends standard AT command to
the modem which in return responds with "OK\OD\OA" message to the host application.

Always use '=' then Enter key to exit the program.

7. Diagnostics

There are several ways you can check on the status and availability of GW212/GW?215.

7.1 Use Standard TCP/IP Utility ping Command

From Windows Start menu, select Run and type in “ping <TCP Server IP address>".

If the connection is established, the Reply messages are displayed, otherwise it will indicate Request timed
out.

[54] TIH 30 8
C:s»ping 18.8.58.1688

Pinging 18.A.58.180 with 32 hytes of data:

Reply from 18.8.58.188: huytez=32 time=18ms=
Reply from 18.8.58.188: huytez=32 time<iBms=
Reply from 18.8.58.188: huytez=32 time<iBms=
Reply from 18.8.58.188: huytez=32 time=18ms=

Ping statistics for 10.A.58.108:
Packetz: Sent = 4. Heceived = 4, Lost = B (8% lossl,
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = 18ms,. Average Sm=

C:x>ping 18.8.58.1068

18.8.58.188 with 32 hytes of data:

timed out.
timed out.
timed out.
timed out.

Ping statistics for 10.8.58.1608:
Packetz: Sent = 4, Received Lozt = 4 (188x loss),

7.2 Use monitor.exe Configuration Utility Program

Use monitor.exe configuration program that comes with the product CD or diskette to check on the status of

GW212/GW215. The status can be read from “AP version” column of the tool.
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Status Descriptions

S The system is configured as a TCP Server and Listing.
A The TCP Server is connected.
c The system is configured as a TCP Client and not yet connected.
C The system is configured as a TCP Client and trying to Connect.
B The TCP Client is connected.
U The system is configured as an UDP Mode.

For example, ‘S’ means that COM1 is server mode and is not connected.

H monitor ver2.51

Broadcast I[P

WiEes ([ ™ Locate

10.4.8.7

10.2.21.228 Reply 22

’m Retry ’l]— Invite Reset | |{Config Exit

IP Address ‘ MAC Address | Host Name ‘ Gateway ‘ Subnet Mask | Model | Kemnel |AF' vEersion

== 10. 0. 20. 88 00:60:E9:01:97:1D 10. 0. 0.254 2556.255. 0. 0 1 1.1 SWH001 ¥1.11

== 10. 0.50.100 00:60:E9:01:91:B1  name 10. 0. 0.254 2556.255. 0. 0 SEGDD1-S5 2.30 TerminalSrv ver3.13% 3
== 10. 0.53. 1 00:60:E9:00:5E:A8 10. 0. 0.254 2556.255. 0. 0 . ewl .

== 10. 0.57.120 00:60:E9:11:51:52 10. 0. 0.254 2556.255. 0. 0 SE1002 1.14 SE1002 ¥1.14b

== 10. 0.89. 3 00:60:E9:00:8D:75  O0GDES-008D75 10. 0. 0.254 2556.255. 0. 0 GWETW-M... 2.20 NewCAP3576 V1.54

== 10. 0.195.115  00:14:85:E3:D7:18 10. 0. 0.201 2556.255. 0. 0 SwWh001 1.1 SW5001 ¥1.11

== 10. 0.210. 1 00:60:E9:00:48:D4 10. 0. 0.205 2556.255. 0. 0 GW231A 218 208DVS231A TCP[M=X ,SM=TCP,10.0.22.200 .

7.3 Use TCPTEST.EXE or TCPTEST2.EXE Sample Program

Use sample programs TCPTEST.EXE and TCPTEST2.EXE that comes with the product CD or diskette to
check on the status of GW212/GW215. Please refer to chapter 6.2 to run the sample programs.

Appendix A: Specifications
A.l. Hardware Specifications

Specifications

CPU *  16-bit Embedded CPU

*  100MHz
Flash Memory e 512K Bytes
SDRAM * 512K Bytes
EEPROM * 512 Bytes
Host Communication * |EEE802.3 base band

* TCP/IP, UDP, SNMP, HTTP, Telnet, ARP, BOOTP, DHCP, ICMP
Reset * Built-in default key to restore factory default settings
Watch Dog Timer * 1.34 second hardware auto reset

e Power failure threshold: 4.75V
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Serial Port
Communication

LED indication

Power Requirement

Temperature

Humidity
Housing

One RS-232 or RS-485/RS-422 selectable
RS-232: EIA-RS-232C standard, Full Duplex, DB9
RS-485: 2/4 wires, Half/Full duplex, Terminal Block
RS-422: 4 wires, Half/Full duplex, Terminal Block
Parameters
1) Baud-rate: 1200 bps ~ 230400 bps
2) Parity: None, Even, Odd, Mark, Space
3) Data bits: 7,8
4) Stop bits: 1,2
5) Packet Delimiter: by inter-character timeout, by characters delin
6) Flow Control: None, Hardware CTS/RTS, Software Xon/Xoff
RUN x 1

LAN x 1

COM portl

5VDC Jack or DC +5~30V Terminal Block, 2.8 Watt Max
Operation: 0°C to 60°C

Storage: -20°C to 70°C

20%~90% non-condensing
90mm(L) x 45mm(W) x 63mm(H)
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A.2. Software Specifications

Item Specifications
Protocol TCP, UDP, ARP, ICMP, SNMP, HTTP, Telnet, BOOTP, DHCP
Configuration e Configuration information for both TCP/IP and serial ports is kept in the
EEPROM.
* Configuration utilities of Windows 95/98/2000/NT/XP/2003 are provided
for configuring settings.
Internal Buffer Size e TCP receiving buffer size = 8K bytes

TCP transmitting buffer size = 16K bytes
RS-232 or RS-485/RS-422 receiving buffer size = 4K bytes
RS-232 or RS-485/RS-422 transmitting buffer size = 4K hytes

A.3 Panel Layout and Connector Pin Assignments
A.3.1. Panel Layout
A3.11 GW212 (RS-232)

Rear Panel View

RJ45 10/100M Ethernet Port

Reset Button

3 Pin Male Terminal Block For Power Input

DC Jack Power Input

Top Panel View

GW212

Serfal server

RUM LAN GCON

| _B-a—— DIN-Rail Screw Hole

' -—— \Wall Nount Screw Hole

Male DB9 Serial Port
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A3.12 GW?215 (RS-422/RS-485)

Rear Panel View

RJ45 10/100M Ethernet Port

Reset Button
3 Pin Male Terminal Block For Pawer Input
DC Jack Power Input

| _B-a—— DIN-Rail Screw Hole

Serfal server

' -—— \Wall Nount Screw Hole

RUM LAN CON

5-pin Male Terminal Block Serial Port

A.3.2.1 DB9 Pin Assignments
The pin assignments of DB9 connector on GW212 is shown in the following table:
RS-232
Pin# Full Duplex
for GW212 Model

DCD

RX

TX

DTR

GND (Signal Ground)
DSR

RTS

CTS

N/A

© 00 N oo o b~ WN B




User’'s Manual

Ethernet-Serial Server NETEDN.NET

GW212/GW215

A.3.2.2 Terminal Block Pin Assignments

The pin assignments of Terminal Block connector on GW215 is shown in the following table:

RS-485/RS-422 RS-485
Pin# 4 wire, Half Duplex 2 wire, Full Duplex
For GW215 For GW215

1 T+ NC

2 T- NC

3 R+ Data+

4 R- Data-

5 SG (Signal Ground) SG (Signal Ground)

A.3.3 Ethernet Port (RJ-45)
1. Category 5 UTP cable, 8 core wire.

2

2. RJ45 Connector. \V’

3. RJ45 Pin Assignment

Pin Assignment 568A Definition || 568B Definition
Pin1 Green-White Orange-White
Pin2 Green Orange
Pin3 Orange-White Green-White
Pin4 Blue Blue
Pin5 Blue-White Blue-White
Pin6 Orange Green
Pin7 Brown-White Brown-White
Pin8 Brown Brown

You can choose either 568A or 568B definition. If you want to make a crossover cable, you should use 568A
and 568B definition respectively in each terminal of a UTP cable.

Copyright © 2009 Neteon Technologies, Inc.

All rights reserved.
40
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A.3.4 Power terminal block connector

F.G. VIN- VIN+
Note: It could be reversed for the pin of VIN- and VIN+.

A.4 Buzzer/LED Message

A.4.1 Buzzer
“ At Beep twice
“=*: Beep off
Message Description
A===Az==A==sA===A===A===A Watchdog problem, return service is required
(1sec)
ANNNNNNNNNNANNNNNNNNNAN Memory problem, return service is required
A==A========AA Startup OK but AP firmware is disabled
(5sec)
AzzAz========AAA Startup OK and AP firmware is enabled
(5sec)
Table 1. Buzzer Message
A.4.2 LAN LED
Message Description
LED Off Ethernet Disconnected
LED blinking with Green Data is transmitting on Ethernet for 100Mbps
LED blinking with Orange Data is transmitting on Ethernet for 10Mbps

Table 2. LAN LED Message

A.4.3 COM Port LED

Message Description
LED off No data is transmitting on COM port
LED on blinking state Data is transmitting on COM port

Table 3. COM Port LED Message
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A.4.4 RUN LED

Message Description

LED on Jumper JP1 pinl and pin2 are short to disable AP firmware in
the flash memory.

LED blinking (rate: 0.5Sec) AP firmware is running
Table 4. RUN LED Message

Appendix B: Upgrade System Firmware

After the new version of firmware is released, customers can download it from www.neteon.net. After you
download the firmware, please follow these instructions listed below.

B.1 Upgrade Procedures
When you get a new software version, please follow the sequences below to upgrade your GW212/GW215.

1. Connect a PC (Windows 95/98/NT/2000) and GW212/GW215 you wish to upgrade the firmware in the
same TCP/IP network. Use command ping or monitor.exe utility program to verify their availability.

2. Prepare the download tool and press any key to edit its configuration file dapdl.cfg. dapdl.cfg file can be
found in the product CD.

M2 DOWNLOAD M=

e o GlEe B @[S Al

Following would Edit download configuration file
Please update the destination IP address and downloaded file
Press any key to continue . . .

3. Edit the "dapdl.cfg"” file to fit your system need, the content of the file looks like as the following. Be sure
to save your modifications after the change is made.

Remote_IP 10.0.50.100
Load U5001ap.hex

The first line identifies the IP address of GW212/GW215, the second line identifies the firmware (.Hex
file) name to be downloaded.

Execute the utility program download.bat, it can be found in the product CD.

Input the user name and password credential, the new firmware will be downloaded.

& GWDL _ O] x|

s s = ENEE N

Following would Edit download configuration file
Please update the destination IP address and downloaded file
Press any kev to continue . . .

#%  OW Download Utility U1.24  for WIHPEAHTA2000 2
Eza CC) 2001 ATOP Tech. Inc. All rights reserved

Connecting 10.0.50.100 C(6432000a)
Userid:admin_

6. GW212/GW215 will automatically restart each time the firmware is successfully downloaded.
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Following would Edit download configuration file
Please update the destination IP address and downloaded file
Press any key to continue . . .

#% (W Downlead Utility U1_24  for WIHRS/HT/F2000 ==
% (G) 2001 ATOP Tech. Inc. All rights reserved 3¢

Connecting 10.0.50.100 (6432000a)
Userid:admin
Password:

Downloading U21wmap.hex

Total 1 files downloaded

B.2 Critical Issues of Upgrading

1. You can always abort the upgrading process by pressing the <Esc> key from host PC during the
upgrading process. GW212/GW215 will restart automatically and the system remains intact.

2. If GW212/GW215 does not receive any upgrading data within 30 seconds, GW212/GW215 will restart
automatically and the system remains intact.

3. After the upgrading process finishes, GW212/GW215 will program the flash memory and buzzer beeps 6
times then restarts. Normally, it takes around 10 seconds to complete the programming process. If an
error occurs during the programming process, GW212/GW215 will clear the corresponding memory and
the system remains intact of what it was.

B.3 Error Messages

Firmware upgrade may not be successful if errors occur during the process.
Error Cause Message Comments

lllegal Hex file format Hex File Text Error
Hex File Check-Sum Error
Hex File Format Error
Hex File End of Record Error

GW212/GW215 handshaking GW212/GW215 ACK Start Address Error
problem GW212/GW215 ACK Length Error
GW212/GW215 Response Command Error

Configuration file Remote IP not found
Open configuration file failure

Appendix C: Disable System Firmware

The AP (application program) firmware of GW212/GW215 can be disabled. This function is used in the
situation that you downloaded a wrong version of firmware that caused the system crashed.
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To disable the current version of firmware and prevent it from executing, please do the followings:

Turn the power off, open GW212/GW215 case.

Short pinl and pin2 of jumper JP1 on the right-top corner from the main board to disable AP firmware.
Power on GW212/GW215.

Download the correct AP firmware to GW212/GW215.

Remove the pin 1 and pin2 of jumper JP1 to enable AP firmware.

o~ D

6. Close the case and continue your operations.

Appendix D: Using Monitor.exe Utility

The configuration utility monitor.exe comes with the product CD or diskette is the main utility program to
demonstrate and configure GW212/GW215’s settings.

D.1 Run the utility

Start the program under Windows 95/98/NT/2000 environment and the following window appears.

B4 monitor ver2 4 =] E3
Broadcast IP
WAEEE Il] ™ Locate
210.243.245.181
202.39.254.255 Repl I
7N7.30 754753 =l i 3 -
255 255,756 .256 Retry ID— ;Invile | Reset Config Exit |
IP Address | MAC Address | Gateway | Subnet Mask | Model | Kernel |AF' version =1
wm 10. 0. 9. 0 00:60:E9:00:05:4B 202. 39.254.249 255255, 0. 0O 1.7 ATOP Proxi. Access V2.2
o= 10. 0. 9. 2 00:60:E9:00:13:52 202. 39.254.249 255.255. 0. O 1.6 ATOP Proxi. Access ¥2.6.5
== 10. 0. 21.100 00:60:E9:02:50:09 10. 0. 0.254 255.255. 0. 0O GW215-MINI 1.14 TerminalSrv verl. 14 5
o 100 0.22. 1 00:60:E9:00:16:F0 10. 0. 0.201 255.255. 0. D GW231A 2.18 207DVS231A TCP[M=X _.SM=
o= 10. 0. 23, 44 00:60:E9:00:5E:15 10. 0. 0.254 255.255. 0. 0O GW21L 92.0 TerminalSrv ver3.03a 5SS
cm 10. 0. 24, 7 00:60:E9:00:00:01 10. 0. 0.254 255.255. 0. 0O GW21L 1.85 TerminalSrv ver3.03 SS
o= 10. 0. 25, 27 00:60:E9:00:18:51 10. 0. 0.202 255.255. 0. D GW2TA 2.18 206DVS27A TCP[M=> ,SM=T
== 10. 0. 25.100 00:60:E9:02:50:06 10. 0. 0.254 255.255. 0. 0O GW215-MINI 1.14 TerminalSrv verl.15 5
== 10. 0. 50.100 00:60:E9:00:8B:DA 10. 0. 0.254 255.255. 0. D GW2TW-MAXI 1.53 TerminalSrv ver3d.03 S
== 10. 0.51. 20 00:60:B3:66:AA:94 10. 0. 0.254 255.255. 0. 0O GW21wW 1.47 TerminalSrv ver3.03 5SS
= 10. 0.53. 1 00:60:E9:00:30:26 10. 0.53.100 255.255. 0. 0O GW21LJE 1.7 MewCAPSE76 V1.54
o= 100 0. 71. 2 00:60:E9:00:11:93 202. 39.254.250 255.255. 0. O 2.3 NewCAPSLYE V1.5
wm 10. O.71. 6 00:60:E9:00:24:E5 10. 0. 0.254 255.255. 0. 0O 2.3 TerminalSrv2.2 S5
o= 100 0. 71. F D0:60:E9:00:AZ2:18B 10. 0. 0.254 255.255. 0. D GW215-256 1.45 NewCAPSHYE ¥1.53 o
e 10. 0.71.10 00:60:E9:00:3B:56 10. 0. 0.254 255.255. 0. 0O GW215-256 1.45 MNewCAPS576 ¥1.53
== 10. 0. 71. 66 00:60:E9:00:5F:22 10. 0. 0.254 255.255. 0. 0O GW21L 1.85 TerminalSrv ver3.03 SS
o= 10. 0. 71.99 00:60:E9:00:1A:52 10. 0. 0.254 255.255. 0. D 2.3 NewCAPSLYE V1.5
wm 10. 0.72.10 00:60:E9:00:1A:9D 192.168.10. 10 255.255. 0. 0O 2.3 MewCAPS5E76 V1.5
o= 10. 0.154. 55 00:60:E9:00:00:03 10. 0. 0.254 255.255. 0. D GW215-256-bA 1.45 TerminalSrv ver3d.03 A
== 10. D.168. 23 00:60:E9:00:17:E1 10. 0. 0.202 255.255. 0. 0O GW2344 2.18 207DVS5234A TCP[M=X ,SM=
== 10. 0.168. 24 00:60:E9:00:18:CB 10. 0. 0.204 255.255. 0. O GW27A 2.18 207DVS27A TCP[M=X ,5M=T =
<1 | 2P

Figure D1. Main window of monitor.exe utility program
D.2 Detect Operational Devices

You may do the following steps to detect devices currently available on the network.
1. Start monitor.exe utility program.

2. Select an item from the Broadcast IP list.

3. Specify a number in the Wishes box.

4. Click on the Invite button. This will display all the devices information you have requested.

D.3 Configure Devices

You may use monitor.exe configuration utility to configure the settings of devices on the network. To do so,
please follow the steps below.

1. Repeat the steps in the section of D.2 to bring up the devices information.

2. Select the device you want to configure from the IP Address column, click on the Config button, a
configuration window will popup as shown in Figure D2:
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IP Address | MAC Address Host Name Gateway Subnet Mas Model Kernel | AP version
o= 10. 0. 20. 88 00:60:E9:01:97:1D 10. 0. 0.254 255.265, 0. 0 SW5001 1.1 SW5001 V1.1
w= 10. 0.50.100  00:60:E9:01:91:B1  name 10. 0. 0.254 255.265, 0. 0  SE5001-85 2.30 TerminalSrv verd. 13X S
am 10, 0.53. 1 00:60:E9:00:5E:A8 10. 0. 0.254 256265, 0. 0  GW21L 1.82 NewCAPS576 V1.54
wm 10. 0.57.120  00:60:E9:11:51:52 10. 0. 0.254 255,265, 0. 0  SE1002 1.14 SE1002 ¥1.14b
am 10. 0.89. 3 00:60:E9:00:8D:75  OD0DGDES-008D75 10. 0. 0.254 256265, 0. 0 GWHIW-M... 2.20 NewCAPS576 V1.54
«= 10. 0.195.115  00:14:85:E3:D7:18 10. 0. 0.201 255.265, 0. 0 SW5001 1.1 SW5001 V1.1
«= 10. 0.210. 1 00:60:E9:00:48:D4 10. 0. 0.205 256,265, 0. 0 GW231A 2.18 208DVYS231A TCP[M=X ,8M=TCP,10.0.22.200 .
B
MAC addr. [00:60:E9:00:98:42
IP address |ILUMIETUR NI ™ Auto IP
GateWay |10.0.0.254
Mask |255-255-|]-|] | Config Mow I

User ID Iadmin

Cancel
Password I

Host Name Il]l]El]EQ—l]I]EIBAE

Figure D2. Configuration dialog box

3. After you click the “Configure Now” button, the target device will return an ACK
message indicating the modification is successful as shown in the following:

MONITOR E

& Ack from: 10, 0. 50.100

The following table lists the functional descriptions for all the fields.

Field Name

Field Descriptions

Broadcast IP

Wishes

Reply
Retry
Locate
Reset
Config

Exit

IP Address

MAC Address

Gateway

Except for the default IP 255.255.255.255, other items (IPs) are read from the file
“seg.cfg”. This field specifies a detecting IP range. It may be a designated IP or a
broadcast IP.

Specifies minimum number of the devices you wish to get reply from after sending
an Invite request. If there is not as many as devices responding to your invitation,
the system repeatedly sends invitation until your request is fulfilled.

Indicates the actual number of devices this utility program detected.
Specify the number of times that an Invite request is re-sent.
Locate the specified device.

Reset the selected device.

Configure the selected device.

Exit this utility.

Indicate the IP address of the device that replied to your request.

* Leading tag “!" stands for IP address collision, possibly caused by duplicated
IP addresses on the network.

e Leading tag “?” stands for Mac address collision, possibly caused by
duplicated Mac addresses on the network.

Indicates the MAC address of responding device.
Indicates the IP address of the gateway.
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Subnet Mask Indicates the TCP/IP network mask.

oS Indicates the OS version of the responding device.

AP Version Indicates the AP version of the responding device.

Model Indicates the model number of the responding device. This field is only available

for monitor.exe version 2.0 and above.

Customer Technical Service and Support:

Telephone: Toll Free 1-888-908-3330, Outside USA: +1-732-568-1988

Email: support@neteon.net

Web: www.neteon.net
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